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2. Mpodmnb nogroroBku/cneymnanmnsauua:
"Be3onacHOCTb KOMMNbIOTEPHBIX CUCTEM U ceTer" (Mo oTpacnu unu B cdepe

npodeccnoHanbHON AeATENBHOCTI)

3. Keanudukauums (cteneHb) BoinyckHuka: Cneunanuct
4. dopma obyyeHMs: OYHaA

5. Kacheppa, oTBevarowias 3a peanmsauuio AUCLUUNIUHDbI:
Knbepbe30nacHOCTM MHPOPMALIMOHHBIX CUCTEM

6. CocTaBMTEeNU NporpaMmmbil:

NBaHkuMH Muxaun MNeTpoBuy, K.T.H., A0LEHT Kacdenpbl KnbepbezonacHoCTU MHDOPMALIMOHHBIX

CUCTEM

7. PekomeHaoBaHa:
HMC dakynbTeta MMM, npotokon Ne 8 ot 15.04.2022

BHeceHbl nameHeHus: nportokon YC dakynbteTa NMM, npotokon Ne 8 ot 27.02.2024
PekomeHaoBaHa ¢ nsmeHeHusamu: npotokon HMC cdakynbteta MM, npotokon Ne 5 ot

22.03.2024

8. YuebHbIn rop: 2025/2026 CemecTtp(bl): 8



9. Llenu n 3agayum y4yebHOM AUCLUUNIIUHDI

B pamkax gucumnnamHbl n3yyarTca npuvHUMnbl U MeToabl obecnedeHns 6e30nacHOCT U
aHanM3a COBPEMEHHbIX CEeTeBbIX TEeXHONMOrMM C MNOCTPOEHMEM BUPTYasbHbIX KaHanoB U
TYHHENen nx Hay4yHblX OCHOB. COBpEMEHHblE TEXHOSNOrMM NOCTpoeHnst 6e3onacHbIX ceTen C
MCNONMb30BaHNEM  MEXCETEBbIX 3KpaHOB, nMNepefaya [AaHHbIX 4Yepe3 WUHTEepHeT C
ncrnonb3oBaHneM wWncpoBaHus, obecneveHne KoHGUOAEHUMANbLHOCTU NepeaaBaeMblX AaHHbIX
yepes OTKPbITbIN KaHar.

dopMnpoBaHme y CTYAEHTOB OCHOB TEOPETUYECKUX 3HAHUIA U NPAKTUYECKUX HABbIKOB MO
co3paHuio  (HacTpomke) [AOMEeHHOW cpefabl Ona  peanu3auum  BGM3HeCc-NpoueccoB B
KOpnopaTMBHbIX CeTsAX (MHTpaceTsax) nNpeanpuaATM C  TOYKM  3pEHUss  CUCTEMHOrO
agMuHuctpaTtopa. [lonyyeHne npakTUYECKMX HaBbIKOB CETEeBOro agMWHUCTPUPOBAHMSA
NHAOPMaLMOHHOWN CUCTEMbI OpraHn3auunn.

10. Mecto y4ebHOM paucuunnmHbl B cTpyktype OIlOI: gucuunnmMHa oTHOCUTCA K
BapuaTMBHON YacTn 6noka b1 gucunnnuH yyebHoro nnaxa.

11. NMnaHupyeMble pe3ynbTaTbl 00y4YeHUs MO AUcUUNNUHE/MOAYNI0 (3HaHUA, YMEeHMUs,
HaBblKW1), COOTHECEHHbIE C NNlaHUPYyeMbIMU pe3ynbTaTaMu OCBOeHUsi obpa3oBaTenbHOM
nporpamMmmbl (KOMNeTEHLUUAMU) U MHAUKATOPaMU UX AOCTUXKEHUS

Koa HassaHue Koa(bl) NupukaTtopbli(bl) MnaHmpyemble pe3ynbTaTbl 06y4YeHNs
KOMMNeTeHumu

MK-1 CnocobeH MK-1.4 npoBoauT OoueHKy | 3HaeT:
npoBOAUTbL aHanu3 COOTBETCTBUA TpeboBaHNs HOPMaTUBHbIX
TpeboBaHui n MexaHW3MOB [OKYMEHTOB OL€HKM COOTBETCTBUS
BbINOMHATE paboThl 6e3onacHocTH MexaHu3MoB 6e3onacHoCTu
Nno NpoeKTUpOBaHUIO KOMMbIOTEPHOM KOMMbIOTEPHOWN CUCTEMBI.
NpOrpaMMHbIX " cucTembl TpeboBaHMAM
annapaTHbIX HOPMaTMBHbIX YmeeT:
KOMMOHEHT [IOKYMEHTOB, a TaKXe | MpoBOAWUTb  OLEHKY COOTBETCTBMSA
CUCTEMbI nx KOPPEKTHOCTN | MeXxaHU3MOB 6e3onacHocTu
6e3onacHocTn CYLLECTBYIOLLUM KOMMbIOTEPHOMN CUCTEMBI
KOMMbIOTEPHbIX puckam; TpeboBaHuAM HOpPMaTUBHbIX
cuctem u ceteit, B [IOKYMEHTOB, a Takxe nx
TOM uncne c KOPPEKTHOCTH CyLLLeCTBYIOLLMM
ncnonb3oBaHnem puckam.
COBPEMEHHbIX
MeToAoB M cpefcTB
3almThl
MHdopMaLmK

MK-2 CnocobeH MNK-2.4 pa3pabaTbiBaeT 3HaerT:
npuHUMaTL yyacTtue Moaenn yrpos mMogaenu yrpo3 6e3onacHocTu
B  9KCneptuze U GesonacHocTun uHdopMaLun 1 HapyLnTenen.
aHanuse MHdDOpMaLLMVlM
yA3BUMOCTEN, Yrpo3 HapywmTeneu YmeeT:
n WHLUNOEHTOB paspabaTbiBaTb MOAENM YIPO3
MHOPMaLMOHHON 6e3onacHOCTU MHopMaLIMK 1
6e3onacHocTu B HapyLumTene.
KOMMbIOTEPHbIX
CcUCTEMax U ceTsiX

MK-3 CnocobeH MNK-3.2 3HaeT mMeToabl | 3HaerT:
y4yacTBoBaTb B aoMVHUCTPUPOBaHMSA MeToAbl a4MUHUCTPUPOBAHUS CUCTEM
paboTtax no CUCTEM  ynpaBfieHus | ynpaBrneHus cobbiTuamu
NpOEKTUPOBaHUIO CcobbITUAMY nHdopMaLmnoHHon 6e3onacHoCTH,
cuctem 3aWmThl MHOPMaLMOHHON cuctemM obHapyXeHus n
nHdopMaLmm B 6e3onacHOCTN, CUCTEM | NPefoTBPAaLLEHUSI BTOPXEHUN,
KOMMbIOTEPHbIX obHapyxeHus M | MOHMTOPWHIA COOLITUIA N NHUUOEHTOB.
cuctemMax u ceTsix npenoTBpaLleHns
npu peLueHnn BTOPXEHUN, YmeerT:
npodeccnmoHanbHbIX MOHWUTOpPWHIa COObITUI | NPOBOAUTL aHanu3 U dopMannsauunio
, U MHUMOEHTOB




uccneposatenbckux | [MK-3.4 cnocobeH MNpoBOAWUTL | MOCTaBMEHHbIX 3agad B obnacTu
n NpUKNagHbIX aHanus n | 6esonacHocTu KOMMbIOTEPHbIX
3apay chopmanunsavmio CUCTEM U CceTel.
NMoCTaBlEeHHbIX 3a4ay B
obnactu 6e3onacHocTu
KOMMbIOTEPHBIX CUCTEM
n ceten
12. O6bemM aMcumMnnHbI B 3a4eTHbIX eanHuuax/yac - 3/108.
dopma NPOMeXYTOHYHOM aTTecTaumm - 3a4eT C OLLEHKOMN.
13. TpynoeMKocTb No BuAam y4ye6Homn paboTbl
TpyAoéMKOCTb (Yachl)
Mo cemecTtpam
Bug yuebHomn paboThl B Tom uncne B
Bcero WHTEPaKTUBHON 8
dopme
AyONTOpPHbIE 3aHATHA 50 50
B TOM 4ucne: 16 16
nekuumn
MpakTnyeckne 0 0
JlabopaTopHble 34 34
CamocTonaTenbHan paboTa 58 58
KoHTponb 0 0
Wtoro: 108 108
®dopMa MpPOMEXYTOUYHON sa4eT ¢ sayeT ¢
aTTecTauuu 4 4
OLIEHKOW OLIEHKOWA
13.1. CopepxaHme AUCLUNIIUHbDI
Ne Peannzauusa
n/n pasgnena
HaunmeHoBaHue pasgena OVUCLUNIVHBI C
CopepxaHue pasgena AUCLMUMNInHBI
AVNCLMMNIUHBI MOMOLLIbO
OHMaWnH-Kypca,
QYMK
1. Nekuun
1.1 |AOMUHUCTpUPOBaHME [leny W 3amayn  aAMMHHMCTpUpoBaHMs uH(bopmanuonnex| hitps://edu.vsu.ru/c
MHOPMALMOHHBIX CHUCTEM. TpeboBanust K CIIEIUATUCTaM CITY X0 ourse/
cuctem. anmuaucTpupoBanuss  WC. Cranmapter  paboter UC

crapmapTusupytone. OOBEKTHI aAMHUHHCTPUPOBAHUS |
Moxenu  ynpaBieHus.  CpeiacTBa — agMUHUCTPUPOBAHUS
OTICpAIlMOHHBIX ~ CHCTEM. AJMUHUCTPUPOBAHHWE  CETEBBIX
CHCTEM.

1.2 |Cnyx6a katanoros Active
Directory ADDS.

Opomonust ciayxkO0bsl KaTanoro. [lomstune ADDS. Cayx0a
IADDS. Ctpykrypa ciyx6s1 ADDS. O0beKTsI KaTajora u ux
HanMeHoBaHus. Komnonents! ADDS. Uepapxust noMeHOB.
JloBepHUTeNbHBIE OTHOLIEHUS MEXIY AoMeHamMu. OnpeneneHue
OpraHU3alMOHHBIX €JUHUL jJoMeHa. [InanupoBanue W
ynpasienue ADDS. IlnanupoBaHue mNpoCTpaHCTBa HMEH
IADDS.  Vuernsle 3anucu  monb3oBaTeneil.  ['pymmbl
[ob30BaTeNiel W TPYINIOBBIE TIOJUTUKH. be3omacHOCTh
IADDS. TIporoxoisl Kerberos u IPSecurity.

1.3 [[pousBoauTenbHbIE CETU.

|ATMUHUCTPHUPOBAHNE nporecca KOH(HUTYpaITUH.
IAZIMUHHCTPUPOBaHHE TMpoliecca MOUCKA U JAMATHOCTHKH
OTIOOK. Bpanamayapsl. Cpencrpa BHPTYaTU3aIliu.

'Y mayieHHbIi mocTyn B WHGOPMAIMOHHBIX cHCTeMax. Virtual
Private Network (VPN). AnMUHHCTpHpOBaHHE C ITOMOIIBIO
npotokosnoB TELNET u SSH. Metoasl MOHUTOpHUHIa B

JIOKaJIbHBIX CCTAX.

2. llabopaTtopHble paboTbl



https://edu.vsu.ru/course/
https://edu.vsu.ru/course/

2.1 HacTtpoiika Llenb paboTbl: ycTaHOBUTL M HACTPOUTL TpU https://edu.vsu.ru/c
BMPTYyasnbHbIX MalWH B | BMpTyasbHble MaWHbLI B MPOrPaMMHOM ourse/
VirtualBox. npoaykte VirtualBox.

2.2 | Hactponka DNS n | Uenb pabotbl: HacTpoutb DNS-cepsep u DHCP-

DHCP cepeepoe B OC | cepsep.
Windows.

2.3 BBop knveHToB B gomeH | Llenb paboTbl: HayunTbCst 06aBNATb HOBbIX
ADDS. nonb3oBaTenen B agomeH AD

2.4 | Hactponka DNS n | Llenb pabotbl: HayunTbest paboTaTtb co cnyx6amm DNS
DHCP B OC Linux. n DHCP B Ubuntu

2.5 HacTponka Zabbix. Llenb paboTbl: HayunTbCA HacTpanBaTb CUCTEMY

MoOHuTOpuHra Zabbix B Ubuntu

2.6 | O6wme pecypcbl Ha | Llenb paboTbl: HayunTbCA OTKpbIBaTh O6LLMIA AOCTYN A0
cepsepe Linux. nanku Ha Ubuntu-cepBepe.

13.2. Tembl (pasaenbl) AUCUUNIIUHBLI U BUAbI 3aHATUN

Ne HaumeHoBaHue Buabl 3aHATUI (4acoB)
n/n | pasgena aAMCLUMMNIINHBI
Nekumu | Mpakr. | INab6. pab. CamoctoaTenshan | KoHTporb Bcero
paboTta
1.1 AaMnHUCTpUpOBaHMe
MHOPMALMOHHBIX 4 6 28 0 28
CUCTEM.
1.2 (Cnyx6a katanoroB Active
Directory ADDS. 4 12 20 0 36
1.3 [MpousBoguTenbHbie
ceTu. 8 16 20 0 44
UToro: 16 34 58 0 108



https://edu.vsu.ru/course/
https://edu.vsu.ru/course/

14. MeToguyeckue ykasaHus ansi ooyyarowmxcs no 0CBOEHMI0 ANCLUNIIUHDbI

OcBoeHne aucumnanHbl BKNKOYaeT B cebA NEeKUUOHHble 3aHATMSA, nabopaTopHbie
3aHATUS U CaMOCTOATENbHY paboTy obydatrowmxca. Ha nepBomM 3aHATMM CTyOEeHT nosny4vaeT
nHdopmMaLmio Ana A0CTyNa K KOMMNSeKCy y4ebHO-MeToAMYECKMX MaTepUasnos.

J1eKUMOHHbIE 3aHATUSI MOCBSALLLEHbI PACCMOTPEHUIO TEOPETUYECKMX OCHOB ANCLMMIINHDI.
JMabopaTopHble 3aHATUA nNpegHasHayeHbl Ans  (GopMMpPOBaHWST YMEHUM U HaBbLIKOB,
3aKpenneHHbix komnetTeHuuammu no OlOM. CamocTtoATenbHas pabota CTyAeHTOB BKIOYaeT B
cebs npopaboTky yuebHOro maTtepuana nekuun, pasdop nabopaTopHbIX 3a4aHU, NOATOTOBKY K
9K3aMeHy.

[lna ycnewHoro OCBOEHWUSI AUCUMMNINHBI pekoMeHAyeTca noApobHO KOHCMEKTUpPOBaTb
NEKUMOHHbIA MaTepuan, NnpocMaTpuBaTb Npe3eHTauun (Npu Hanuyum) No COOTBETCTBYHOLLEN
TeMe, n3yyaTb OCHOBHYIO U AOMNOMHUTENBbHYIO NUTepaTypy pekoMeHayemon bubnuorpaduu,

Mpn MCNoOnNb30BaHMN AUCTAHLMOHHBLIX 0Opa3oBaTeNbHbIX TEXHOMOMMA U 3NEKTPOHHOIrO
obyyeHMa BbINOMHATL BCe YKasaHua npenopaBaTenen no pabote Ha LMS-nnatdopme,
CBOEBPEMEHHO NoakmtovaTbes K online-3aHATNSAM, cobniogate pekoMeHAaLmm no opraHM3aumm
CaMOCTOSITeNbHOWN paboThl.

15. TMMepevyeHb OCHOBHOW W [OONONMHUTENLHOW nUTepaTypbl, PECYpPCOB MWHTEPHET,
Heo6Xx0AMMbIX AN OCBOEHUA AUCLUNIIUHDI

a) OCHOBHas nuTeparypa:

Ne

NcTouHmK
n/n

MakapeHko, C. W. MNMpuHUMnbl NOCTPOEHNA U (PYHKLMOHMPOBaHWSA annapaTHO-NporpamMMHbIX CPeACTB
TENeKOMMYHUKaLMOHHbIX cucTeM : yuebHoe nocobue / C. . MakapeHko, A. A. Koeanbckuin, C. A. KpacHos.
1 |- CankTt-leTepbypr : , 2020 — YacTb 2 : CeTeBble onepaumyoHHble CUCTEMbI 1 NPUHLUMNBI obecneyeHuns
nHdopmaumoHHon 6esonacHocTh B ceTax — 2020. — 357 c. — ISBN 978-5-6044429-8-2. — TekcT :
3NEKTPOHHbIN // JlaHb : anekTpoHHO-6mMbnuoTeyHasn cuctema. — URL: https://e.lanbook.com/book/329378. —
Pexum gocTtyna: Ana aBTopu3. Nofib30BaTeseN.

WenyxuH, O. . O6HapyXeHne BTOPXEHUI B KOMMNbIOTEPHbIE CETU (CETEBBIE aHOManuu) : yyebHoe
nocobue / O. W. WenyxuH, O. X. Cakanema, A. C. dunuHosa ; nog pegakumen O. W. LenyxuHa. —

2 |Mocksa : Nopsiyaa nuHus-Tenekom, 2018. — 220 c. — ISBN 978-5-9912-0323-4. — TeKCT : 9/1EKTPOHHbIN
/I NaHb : aneKkTpoHHO-6nbnunoteyHasa cuctema. — URL: https://e.lanbook.com/book/111119. — Pexum
AocTyna: gna aBTopu3s. nonb3oBaTenen.

3 |KoctuH, B. H. MeToabl 1 cpeactBa 3alunThl KOMMNbOTEPHOW MHOPMaUnn: MHPOPMaLMOHHAsA
6e30nacHOCTb KOMMbIOTEPHBbIX ceTen : yyebHoe nocobue / B. H. KoctuH. — Mocksa : MCNC, 2018. —
31 c. — ISBN 978-5-906953-53-7. — TeKCT : aNeKTPOHHbIN // I1aHb : aneKTpoHHO-6ubnunoteyHas
cuctema. — URL: https://e.lanbook.com/book/116743. — Pexum goctyna: ana aBTopms.
nonb3oBaTenen.

6) pononHUTenbHaa nuTeparypa:
Ne
n/n

NcTouHmnk

MBaHoB, M. A. Kpuntorpaduyeckme metoabl 3auTbl MIHOOPMALMK B KOMIMLIOTEPHBLIX CUCTEMAX U CETAX :

4 | yuyebHoe nocobue / M. A. MiBaHoB, W. B. YyryHkoB. — MockBa : HUAY MU®U, 2012. — 400 c. — ISBN 978-5-
7262-1676-8. — TeKCT : aneKTPOHHbIN // J1aHb : aneKTpoHHo-6nbnnoteyHas cuctema. — URL:
https://e.lanbook.com/book/75810. — Pexum goctyna: ana asTopu3s. nosib3oBaTenen.

TexHonormm 3awmTbl MHopMaL UM B KOMMbIOTEPHBIX CeTAX : y4ebHoe nocobue / H. A. PypeHkos, A.
5 |B. Nponetapckun, E. B. CmupHoBa, A. M. CypoBoB. — 2-e n3a. — Mockea : UHTYWUT, 2016. — 368 c. —
TekcT : 9NeKTpOHHbIM //  JlaHb : 3NeKTpoHHO-6uMbnuoteyHas  cuctema. —  URL:
https://e.lanbook.com/book/100522. — Pexum goctyna: ons aBTopu3. Nonb30BaTenen.

B) MH(POPMALMOHHbIE 3NTIEKTPOHHO-06pa3oBaTeNbHbIE PECYPChI:
Ne
n/n
5 | OnekTpoHHO-6MGnMoTeYHas cuctema «JlaHby - Pexum goctyna: https://e.lanbook.com
6 | OnekTpoHHbIV KaTanor HayyHoin 6ubnmoTtekn BopoHexXckoro rocyqapCcTBEHHOIo yHUBepcuTeTa. - Pexum

poctyna: http//:www.lib.vsu.ru.

7 | Kpuntorpaduyeckue npotokonbl (10.05.01)/Ctenanew KO.A. - O6pa3oBaTesbHbli NopTan « DNEKTPOHHIN

yHusepcuteT BI'Y». — Pexum goctyna: https://edu.vsu.ru

MNcToYHMK

16. NepeyeHb y4eOHO-MeTOANYECKOrO 06ecneyYyeHns A CaMOCTOATEeNIbHOWN paboTbl


http://www.lib.vsu.ru/

B kauectBe OpMbl OpraHuM3auunm CamMoCTOATENbHOM paboTbl  NPUMEHSAIOTCA
MEeTOANYECKNE YKa3aHUA AN CaMOCTOATENIbHOrO OCBOEHUS N NpUobpeTeHnsa HaBblKOB paboThl
CO cneunanuaupoBaHHbIM MporpaMmMHbiM  obecneveHmem. CamocTtoATenbHas pabota
CTYOEHTOB: U3y4YeHne TeopeTUYEeCcKoro MmaTepuana; NnoAroToBka K nekuusam, paborta ¢ yyebHo-
MEeTOOUYECKOW NMTepaTypou, NoAroToBka OTYETOB Mo flabopaTopHbiM paboTam, NoaroToBka K
3K3aMeHy.

Ons obecneyeHnss camocToATenbHOW paboTbl CTYAEHTOB B 3MEKTPOHHOM  Kypce
ANCUMNIIMHBI HA 06pa3oBaTeNbHOM nopTane «ONeKTPOHHbIM yHuBepcuteT BIY» cchopmmpoBaH
y4yebHO-MeToaNYECKMI KOMMSIEKC, KOTOPbLIN BKMOYaeT B cebsa: nporpaMmmy Kypca, yyYebHble
nocobuss U cnpaBouYHble MaTepuasnbl, METOOUYECKME YKa3aHUSA MO BbINOSIHEHUIO 3afaHun
nabopatopHbix paboTt. CTyaeHTbl nonyyarT [OCTYN K AaHHbIM MaTepuanam Ha nepBoM
3@HATMM NO AMCUMNIINHE.

17. Obpas3oBaTesnibHble TeXHONOrMU, UCNONb3yeMble Npu peanu3aumm y4ebHomn
AUCLUMNIINHBbI, BKIIOYasa QUCTaHUMOHHbIe obpa3oBaTtenbHble TexHonoruu (AOT),
3neKTpoHHoe oby4yeHue (J0), cMewaHHOe 0by4YeHue)

OvcumnnuHa peanuayeTca C NPUMEHEHWEM 3MEKTPOHHOrO OOy4eHMA U AWCTaHLMOHHBIX
obpas3oBaTenbHbIX TexHomnornnh. [na opraHusauun 3aHATUA PEKOMEHOO0BaH OHManH-Kypc
«b1.B.00B.03.01 AgmuHuctpupoBaHne 1 6e30NacHOCTb KOMMbIOTEPHLIX CUCTEM U ceTen
(10.05.01)», paamelyeHHbIN Ha nnaTtgopme AnekTpoHHOro yHnsepcuteta BI'Y (LMS moodle), a
Takxe VIHTepHeT-pecypcol, npuBeaeHHble B N.158.5.

18. MaTepMaano-TeXHquCKoe obecneyeHne ANCUUNIIUHBI

YyebHas ayauTopusa Ana Nekumi: cneunanusaMpoBaHHan Mebenb, KOMMNboTep npenogasaTtens,
MYNbTUMEOUNHbLIA NPOEKTOP, SKPaH.

YyebHaa ayguTtopusa Ons  nabopaTopHbIX  3aHATUWA:  creuvManu3upoBaHHas Mebenb,
nepcoHanbHble  KOMMbKTEPbl, MyNbTUMEOUNHbIA  MPOeKTop, 3KpaH, nabopaTopHoe
obopyaoBaHMe  nporpaMMHO-anmnapaTtHbiX  CpeacTB  obecneyeHus  MHOpPMaLMOHHOWM
6e3onacHocTu.

AyauTtopua Oonsi caMoCTONATENbHON paboThbl: yyebHass Mebenb, KOMMboTEP C BO3MOXHOCTbIO
NOAKNIOYEHUSA K ceTu «VIHTepHeT» u 3NeKTPOHHON nnaTdopme ONEKTPOHHOro YHUBEpCUTETA
Bry.

MporpammHoe obecneyveHne (cm.cann MTO): OC Windows v.7, 8, 10, Habop yTunut
(apxuBaTopbl, ann-meHepxepsl), LibreOffice v.5-7, Foxit PDF Reader.

19. OueHo4HbIe cpeacTtBa Ansa npoeeaneHus TeKyu.|e|7| n npomemyTquoﬁ aTtTecTtauvmn

Mopsaaok oueHKM 0CBOeHUsi obGyvalWwmMMnca y4eGHoro MmaTepuana onpegensieTcsi cogepXxaHmem
cneayloLWwmMx pasgenos AUCLUNIIUHDI:

Ne HaumeHoBaHuA pasgena KomneTteHums(n) WHamkaTop(bl) OueHouHble cpefcTaa
n/n OVCLMNNUHBI DOCTUXEHMUS
KOMMeTeHL M
1 AOMUHUCTpUpoOBaHue MK-1 MK-1.4 YCTHbIN ONpoc, TeCT,
NMHOPMALIMOHHBIX CUCTEM. MNK-3 MK-3.4 nabopaTtopHas paboTa
2 Cnyxb6a katanoroB Active MK-1 MK-1.4 YCTHbIV ONpoc, TecT,
Directory ADDS. NK-3 NnK-3.2 nabopatopHas paboTta
3 MponzsoguTenbHbIE CETH. MK-2 MK-2.4 YCTHBIN ONpoc, TECT,
nabopaTtopHas paboTa
MnK-3 MK-3.2
NnK-3.4
lNpomexyTo4Has aTTecTauus, dopma KOHTPOns - 3a4eT MepeyeHb BoNpocoB

C OLEHKOW (KNMNe1)




20 TunoBble OLEHOYHLIE CpeAcTBa U MeToAUYeCKMe Matepuanbl, onpegensrowme
npouenypbl oLeHUBaHUA

20.1 TeKyLWMN KOHTPOSIb YCNeBaeMoCTU
KOHTpOonb ycneBaemMocTM MO AUCUMMNIIMHE OCYLLECTBAAETCA C MOMOLLBI  Creayowmx
OLIEHOYHbIX CPEACTB:
— nabopaTtopHble paboThbl.

Mepe4vyeHb NabopaTopHbIX paboT

1 HacTpoiika BupTyanbHbIX Llenb paboTbl: yCTaHOBUTb M HAcTpOUTb TPWU BUPTyalbHble MalUWHbl B
MawwuH B VirtualBox. nporpammMHoM npoaykte VirtualBox.
3apauu:

1. YcraHoButb Windows Server 2016.

2. YcraHosutb Windows 10.

3. YcraHosutb Ubuntu 16.04 LTS.

4. HacTtponTb MeXAY HUMK CeTb CO cTaTndyeckumm IP-agpecamu.

5. HacTtpouTb Ha Bcex mawwuHax Bbixog B MHTepHeT Windows Server
2016.

6. [lpoBecTM nNepBUYHYID HACTPOWKY CepBepHbIX KOMMOHEHTOB Ha
Windows Server 2016.

7. Coenatb 9KCNOPT KOHUIrypauun BUpTyanbHbIX MaLUVH.

2 Hactpowika DNS n DHCP Llenb paboTbl: HacTpoutb DNS-cepsep n DHCP-cepsep.

cepeepos B OC Windows. | 3agauu:

1. Hactpoutb B Windows Server 2016 gomeH.
2. Hactpoutb DNS-cepsep.

3. Hactpoutb DHCP-cepBep.

3 BBop KnneHToB B Llenb paboTbl: HayunTbcs [O6aBNATb HOBbIX MoNb30BaTenen B oMeH AD
JomeH ADDS. 3apava: BBecTu ABe paboune ctaHumm (Windows n Ubuntu) B JOMEH.
Hactpoiika DNS u Llenb paboTbl: HayunTbes paboTath co cnyx6amu DNS n DHCP B Ubuntu
DHCP B OC Linux. 3apauu:

1. Co3paTb Tpu BMpTYyanbHble MawnHbl: Ubuntu-cepsep, Ubuntu-knveHT n
Windows-KnueHT.

2. HactpouTtb Ha Ubuntu-cepepe cnyx6y DHCP.

3. Hactpoutb Ha Ubuntu-cepsepe cnyx6y DNS, roe umeHem pans
cepBepa 6yaeT Bawa damunusa, Ana KIMEHTOB MOXHO Te, 4YTo Obinn B
npeabiaywmx nabopaTopHbIX.

4. HacTpouTb NpoKcu-cepaep.

HacTpoiika Zabbix. Llenb paboTbl: HayunTbCca HacTpamBaTb CUCTEMY MOHMTOpUWHra Zabbix B
Ubuntu

3apauu:

1. Hactpoutb Ha Ubuntu-cepsepe Be6-cepsep, MySQL n PHP pans
OanbHeNLWen HaCTPOMKM

Zabbix.

2. Hactpoutb Ha Ubuntu-cepBepe cuctemy MOHUTOpUHra Zabbix.

3. Hactpoutb Ha Ubuntu-knuenHte un Ha Windows-knneHte Zabbix-

areHToB.
O6wwe pecypchl Ha Llenb paboTbl: HayunTbCA OTKpbIBaTh 06LWMI AOCTYN Ao nanku Ha Ubuntu-
cepsepe Linux. cepsepe.

3apauu:

1. Jobaeutb Bce Tpu paboume craHumMu B ofgHy pabouyto rpynny c
Ha3BaHWeM CBoeun haMumn.

2. Hactpoutb Samba Ha fonyck K nanke nopj fiorMHOM W napornem Ans
000UX KNMEHTOB.

TexHonorua nposeaeHns
Bce nabopaTopHble paboTbl 06a3aTenbHbl A8 BbiNONHEHMe. 3agaHne aBnseTcs obwmum ans
BCEX, BbINOMHAETCA MHAMBUAYANbHO NoA HabnoaeHnem npenogasaTens.

Kputepun oueHnBaHusA
— OLEeHMBaeTCsa «3a4TeHo», ecnu paboTta BbINosIHEHA B NOSTHOM 06beMe (NpuBeaeHbl BCe



3a[aHuns, 1 OHM NpaBuUIibHbIe, AaHbl NOSICHEHUS);
OLEHMBaeTCsa «He 3a4TeHO», paboTa BbINOSIHEHA HE MONTHOCTbLI UNKN B NPeACTaBeHHOM YacTu
MHOIo OoLLInOOoK

20.2 NMpomexyTo4yHas atrectauus

MpomMexyToyHas aTtTecTtauust No AUCUMUMNIIMHE OCYLLECTBISAETCS C MOMOLLbI0 CreayloLmx
OLEHOYHbIX CPEACTB: BOMPOCHI K 9K3aMeHY.

Mepe4vyeHb BonpocoB K 3a4eTy ¢ oueHkon (KUM Ne1)

1. @YHKUMM agMUHUCTPUPOBAHNS MHAPOPMALIMOHHBLIX CUCTEM.

2. Mpouenypbl agMUHUCTpUpoBaHus. O6BbEKTbI aAMUHUCTPUPOBAHWS.
3. NporpamMmMHasn CcTpykTypa.

4. MeTtoabl agMUHUCTPUPOBAHMA NHPOPMALMOHHBLIX cMcTeM OCHOBHbIE MOHATUSA U
onpepneneHus.

5. MNMonb3oBaTenbCcKne y4eTHble 3anucu.

6. CTaHgapTHbIe rpynnbl.

7. Cnyx6a kaTanoros.

8. YnpaBneHue y4yeTHbIMM 3anMcamm nonb3oBaTtenen v rpynn.

9. N'pynnosble NOSIUTUKMN.

10. Mpodmnn nonb3oBaTenen: CTPYKTypa, ynpasneHume.

11. dyHKUMOHANbHbIE BO3MOXHOCTU nosb3oBatenbckon MMC.

12. Mopenu ceten.

13. Co3paHne COBMECTHO UCNOSb3YEeMbIX Narnok.

13. YnpaBneHvne gocTynom.

14. PaspelweHus obumx nanok un paspetuerHmsa NTFS.

15. PacnpepgeneHHasn dannosas cuctema DFS.

16. KoHTponb goctyna K ¢annam n nankam.

17. Aygut obpalleHunin n UCnonb30BaHNs pecypcoB.

18. Co3pgaHune n HasHadeHne cnyxebHoro Npodunsa nonb3oBaTens.
19. CpepnctBa ynpasneHuns oouero nofib3oBaHNs U UX BO3MOXHOCTH.
20. YnpaBneHue o6bekTaMm cnyx6bl KaTanoros.

21. lNonck 06EKTOB B KaTanorax.

22. Pennukauusa KaTtanoros.

23. YnpaBneHue cnyx6amu n npunoxeHnsmun B cetsax nog ynpasneHnem OC Windows.
24. YnpasneHune guckamm B ceTax nog ynpasneHem OC Windows.
25. Pennukauma gaHHbIX.

26. AopmuHuctpuposanne IC ana poctyna u3 VIHTepHeT.

27. MHOroTepMumHarbHbl€ CUCTEMBI.

28. PacnpenenéHHas obpaboTtka aaHHbIx B VC.

29. NnaHnpoBaHne onepawmn neyaTu.

30. MoakntoyeHne pmanvecknx NpMHTEPOB (YCTPOUCTB neyaTn).
31. Co3gaHue npMHTEPOB Ha cepBepe.

32. HacTtpowka napameTpoB (CBOUCTB) NPUHTEpA.

33. HacTtpowka napameTpoB (CBOMCTB) cepBepa neyaTu.

34. KomaHaHble hannbl 1 cueHapum permctpauuu.

35. YnpaBneHue nn4HbiM KaTtanorom.

36. AOMMHUCTPATUBHbLIE CETEBLIE KOMaHAbI.

37. Cpencrsa KOHTpOAsS U ONTUMMU3aLMK CETH.

38. OcHacTtka «[1pon3BognTENbHOCTbY.

39. CeTeBOoN MOHUTOP.

40. CCTEMHBIN MOHUTOP.

41. dncnetyep 3apav.

42. MOHUTOPWUHT CETU C MOMOLLbIO MPOCMOTpPa COObLITUNA.

43. O6HoBMNEHME annapaTHbIX K MPOrpaMMHbIX CPeACTB.

44. O6ecneyeHne 6e30MaCHOCTU CUCTEMBI.



45. O6ecneyeHne 6ecnepeborHoOM nogayun NUTaHUs.

46. BbinonHeHMe pe3epBHOro KONMpoOBaHUA.

47. NHcTannauus MHPOPMaLUNOHHON CUCTEMBI.

48. 3kcnnyaTaums 1 CONpoBoOXAeHME MHEOPMaLMOHHON CUCTEMBI.
49. OnepaTMBHOE ynpaBneHne 1 perfiaMmeHTHble paboTbl.

50. YnpaBneHue n ob6cnyxmBaHne TEXHNYECKNX CPeACTB.

51. AnnapaTHo-nporpaMmmMHbie nnaTgopmMbl aAMUHUCTPUPOBAHMS.
52. NHdopMaLMOHHbIE CUCTEMbI aAMUHUCTPUPOBAHUS.

53. OpraHusauus 6a3 gaHHbIX aAMUHUCTPUPOBAHUA.

54. PaboTa c napameTpaMmn KOMaHAHOW CTPOKN CLeHapus.

55. lNopgknioyeHne BHeLWHNX annos.

56. WundposaHue cueHapues.

57. Undposas noanuckb gns cueHapues WSH.

58. MNMonntnka 6e3onacHoctn ans cueHapmnes WSH.

59. BbINOMHEHNE OCHOBHbIX onepauun ¢ annoBo CUCTEMOMN.
60. OTyeT 06 MCNONb30BaHMM AMCKOBOrO NPOCTPAHCTBA.

61. YaaneHue BpeMeHHbIX hansioB € XeCTKOro gucka.

KpMTepI/IVI OLEeHKN OTBeTOB Ha BONpPOCHLI 3a4yeTe C OueHKoMn

,D,J'IFI oueHunBaHUA pe3yrbTaTtoB O6y‘-IeHI/IFI Ha 3a4eTe C OLEHKON ncnosib3yeTcqd - 4-6annbHas
wana:

«OTJINYHOY, «XOpOLLUOY, «yaoBNETBOPUTETIbHOY, «HEeyno0BJIETBOPUTETIbHOY, Kputepumn
oueHnBaHuA nNpuBeaeHbl HNXe.

OueHKa «OTNNYHO» - CTYAEHT [OeMOHCTpupyeT rnybokoe MOoHWMaHMe TeMbl, YyMeeT
pacnpoCTpaHATb BbITEKAOLLNE N3 TEOPUN BbIBOAbI.

OueHKa «XopoLlo» - CTYAEHT AEMOHCTPMPYET NOHUMAHNE TEOPETMYECKUX MOSIOXEHNA TEMbI U
6a30BbIX MOHATUN, HO [AOMNYyCKAeT HETOYHOCTM B OTBEeTaX, WCMNbITbiIBAeT 3aTpyAHEHUS B
NPUMEHEHUM 3HAHUIN K aHaNn3y COCTOAHNA NPOEKTa.

OueHka «yaoBneTBOPUTENBHOY» - CTYAEHT OTBEYaeT He Ha BCe NpeasioXeHHble BONPOChl, HO He
MeHee, 4YeM Ha TMOoNIoBMHY W3 HWUX; He [AEMOHCTPMpYeT CMOCOOHOCTM  MNpPUMEHEeHUs
TEOpEeTUYECKUX 3HAHNN ANA aHanu3a cUTyauumn.

OueHka «HeyaoBNeTBOPUTESNIbHO» - CTYAEHT AEMOHCTPUPYET HEenoOHMMaHue TeopeTUYeCcKuX
OCHOB 1 6a30BbIX MOHATUN Kypca.

OueHka npoOMeXyTo4YHOM aTTecTaumm ¢opmMupyeTcss Kak WHTerpanbHas oueHka Mo
cnepywouien cdopmyne (Mpy OKPYrneHMM OLEHKU WCMONb3yeTcAa MpaBuno MpaBUlbHOro
okpyrnexus. Mpu nony4yeHnn oueHkM He MeHee 3 GannoB, BbICTABMSAETCA «3a4TeHO», MeHee 3
6annoB - «He 3a4yTeHo». [1pnaTom, Bce nabopaTopHble paboTbl AOMXHbI ObiTb BbIMNOSHEHbI U
3alUMLLEHbI

ano/w_am = O’ZQKPl + O’ZQKPZ + O’6Q3K3

Mpu OKPYrieHnn OLLEHKN UCMOMb3YeTCs NPaBuUio NpaBuUibHOro oKpyrneHus. Mpu nonyyeHun
OLEHKUN He MeHee 3 6annoB., BbICTaBNAETCA «3a4TeHo», MeHee 3 6annoB - «He 3a4TeHox. [pu
3TOM, BCe nlabopaTopHble paboTbl AONXHbI ObITb BbINOMHEHbI U 3aLUULLIEHbI.

20.3 ®oHA OUEeHOYHbIX cpeacTtB CHPOPMMPOBAHHOCTM  KOMMETEHUMA CTYAEHTOB,
pekoMeHAyeMbI ANA NpoBeAeHUA AnarHocTM4eckmux padotr

MK-1. CnocobeH npoBoAUTbL aHanNM3 TpeboBaHNM U BbINONHATbL PaboTbl NO NPOEKTUPOBAHUIO
NPOrpaMMHbIX U annapaTHbIX KOMMOHEHT CUCTeMbl 6€30NaCHOCTU KOMMNbIOTEPHbLIX CUCTEM U CeTel, B
TOM 4YUCIe C UCNOSNb30BaHMEM COBPEMEHHbIX METOAOB U CPEeACTB 3alUTbl UH(popMaLuu;

1) 3aKkpbiTble 3agaHuns (TECTOBbIE, CPEAHWUA YPDOBEHb CIOXHOCTH):




1. YkaxuTe ip-agpec, ucnonb3yembl 4ns nposepkn pabotocnocobHoctn cteka TCP/IP Ha nokaneHOM
KOMMblOTEpE, C MOMOLLBIO YTUIMUTBLI ping.

a. 127.0.0.1

b. 192.168.0.1

c. 255.255.255.255

d. 0.0.0.0

OteeT-a 2.

[nsa kakoro MeTofa pacchbIfikiu NakeToB B NOKamnbHbIX CETSAX UCMOMb3YyeTCs ip-agpec Ha3HayYeHus
255.255.255.2557?

a. OgHoagpecaTHas pacchbinka

b. 'pynnoBaga paccolinika

c. lLnpokoBeLLaTtensHas paccbiika

d. Paccbinka 6nwkanwwemy u3 rpynnbl nonyyarenen

OTteeT-cC

3. Kakoe yTBepXgeHne TO4HO OnNucbIBaeT TeXHoONOrmo ctatndeckoro NAT?

a. [na ctatudeckoro npeobpasoBaHmst NAT Heobxoammo 4ncro nyenuyHbiX agpecoB, paBHOE KONMNMYECTBY
KOMMbIOTEPOB B FIOKaNbHOM CETHU.

b. ns npeobpa3oBaHus HeO6X0ANM TONLKO OAUH NYONNYHLIN agpec.

c. [Ans paboTbl cTatuyeckoro npeobpasoBaHms HEOOXOANMO 3HaTb MOPT HAa3HAYeHUA NS NnepeaaBaeMblX
AaHHbIX.

d. NMpeobpasoBaHne He MOXET MCMONb30BaTbCA AN AOCTYNa nonb3oBaTenen B VIHTEpHET.

OTBeT - a

4. B 4yeMm 3aknoyaeTcst OCHOBHasi ysi3BUMOCTb npoTokona DHCP npu paboTe B nokanbHom cetn?

a. C otcytcTBMEM WNpoBaHns nepeaaBaemMbiX COOOLLEHUN.

b. C n3bbiTouHOM KOHUIypaumen nepegaBaeMon Mexay yCTpoCTBaMmn U NPUBOASLLIEN K Neperpyske
KOMMbIOTEPOB.

c¢. C wupokoBeLLaTenbHON PacChbInKon COOOLEHNI N BO3MOXHOCTbIO YCTaHOBKN HeneranbHbeix DHCP-
cepBepoB.

d. C otcytctBMeM 6anaHcmpoBku Harpy3km mexay DHCP-cepsepamu, npuBogsiLLen K BbiIBOAY UX U3 CTPOSI.
OteeT-cC

5. YkaxuTe T1un coobueHus npotokona DHCPv4 , kotopoe ncnonb3syeT MK gns noncka DHCP-cepsepoB B
nokanbHoOMu ceTu.

a. DHCPACK

b. DHCPDISCOVER

c. DHCPOFFER

d. DHCPREQUEST

OtBeT-b

6.YKaxuTe NpoTOKON 1 NOpT, ncnonb3yembit cepeepom HC ans nepegaynm coobLEHUN CUCTEMBI
AOMEHHbIX UMEH.

a. MNMpotokon tcp n nopt 22

b. MpoTokon udp n nopt 53

c. MpoTokon udp 1 nopt 5060

d. MNpoTokon tcp u nopt 80

OtBeT-b

7. Kakoe yTBepxxgeHne He COOTBETCTBYET xapakrtepuctmkam npotokona SNMP?

a. MNMpotokon ncnone3yeT 6a3y ynpasnsowen nHpopmMauumn 4na XpaHEeHNs CCbINOK Ha AaHHbIE.

b. ns nepegayun coobLueHnin ncnonbayetca npotokon UDP.

c. CoobwyecTBo public N0 ymonyaHuio MCNosb3yeTcs ANs 3annucy AaHHbIX Ha YCTPOMCTBO.

d. lloBywika (trap) ABnseTca aCUHXPOHHLIM YBEOOMITEHMEM O NPOM30LLIEALLNX COObITUAX Ha YCTPOWCTBE.
OTtBeT-cC

8. Kakom 13 nepeyncrieHHbIx ceTeBbIX NapaMeTpoB He nepegaeTcd B coobueHnn RA komnbloTepy npu
aBTOMAaTMYECKOW HacTponke ceTeBon koHdurypaumm metogom SLAAC?

a. MNpedukc

b. AnuHa npecdukca

c. Wnto3

d. Agpec OHC cepBepa

OtBeT -d

9. Kakom 13 nepeyncrieHHbIX TEPMUHOB He SIBNSAETCS YacTblo MoAeny MHAopmaunoHHon 6e3onacHoCTm
AAA?

a. AyTeHTndukaums



b. AAMUHUCTpUpoBaHue

c. ABTopusauus

d. AKKaQyHTUHr

OteeT-b

10. BbibepuTte yTBEPXKOEHME, BEPHO OnNuUchiBatoLlee ataky IP spoofing.

a. Cnocob nogbopa napornen Ha yCTPOMCTBE Nosb3oBaTens.

b. MHOXecTBeHHas WnpokoBeLlaTenbHasa pacchbliika NakeToB Ha aTakyemoe YCTPOMUCTBO.
c. MeToq neperpysku mapLupyTusaTtopa nocbinikon goparMeHTUPOBaHHbLIX NAKETOB.

d. Nogbop ceTeBOro agpeca 3noyMbILIEHHUKOM st 06xoaa UbTPYOLLMX CIINCKOB.
Otget-d

11. Kakon 13 nepeyncrneHHbIX anropuTMoB ABMASIETCA anropuTMOM MHOXXECTBEHHOMO AOCTYNa C KOHTPONeMm
HecyLlen N obHapy>XeHWs KOSITU3NIA.

a. CSMA/CD.

b. ANropntm TPEXCTOPOHHHErO pyKoMnoXaTusi.

c. Anroputm CRC64.

d. CSMA/CA.

OTBeT - a

12. Kakoe ceTeBoe yCTPONCTBO OrpaHnymMBaeT LUMPOKOBELLATENbHbIN TpaduK.

a. NoeTopuTtens (xab).

b. L2 kommyTaTop.

¢. MapwpyTtumsarop.

d. Toyka goctyna.

OTBerT - C.

13. B Kakmx n3 nepeyncrneHHbIX NpUNoXXeHnn xxenatenbHo Ucnonb3oBaHme npoTtokona UDP.
a. Beb-cepduHr ¢ nomoLbio Gpaysepa.

b. NoTokoeas nepenaya sBnuaeo.

c. O6meH gaHHbIMK Mexay 6aszamm JaHHbIX.

d. O6meH no4Tomn.

OtBeT-b

14. KakoBo npegHasHayeHune nons TTL B criy>keGHOM 3aroroBke ip-naketa.

a. Obecne4vnBaeT MeXaHN3M NPOBEPKM LLeNTOCTHOCTU JaHHbIX.

b. 3apesepsupoBaHo ons dyayLiero MCNonb3oBaHUs.

c. OnpegenseT agpec HasHa4YeHMs nNakeTa.

d. OnpegenseT Y1CnNo MapLUpyTM3aTOPOB, Yepes KOTOPbIE MOXKET MPONTK NakeT.
Otget-d

MK-2. CnocobeH npuHMMaTb y4acTue B IKCNepTuse U aHanuse ya3aBMMOCTEN, Yyrpo3 U UHUUAEHTOB
MH¢pOopMaLMOHHON 6e30NacCHOCTN B KOMNbIOTEPHbIX CUCTEMAX U CeTAX

1. MosAcHWTe, KaK ¢ NOMOLLLIO aHanuM3aTopa Tpaduka onpeaenTb OCHOBHbIE JaHHbIE CETEBbLIX YCTPOUCTB,
yyacTBylowWmx B 0bmeHe gaHHbIMn — ARP, IP-agpeca, npuMeHsiemMble NPOTOKOSbl Ha 2-4 YPOBHSIX.

2. MNosAcHMTE, KakK BbINOSHAETCA npouecc obpaboTka IP-naketa Ha TpaH3MTHOM MapLUpyTu3aTope.

3. MoscHuTe, Kak NpMMEHSAITCA Npasuna mapLlpyTrudauyun IP-nakeTta, ykasaHHble B Tabnuvue
MapLUpyTM3aumMmn TPaH3UTHOrO MapLupyTusaTtopa

4. O6bacHUTE npouecc obmeHa coobLieHnsmmn npotokona ARP B xoge yctaHoBneHusa cootsetctans IP n
MAC-agpeca CTOpOHbI Nnory4yaTens Ha CTOPOHe OTnpaBuTens.

5. NosacHuTe npouecc kKommyTupoBaHus Ethernet-kagpos B kommyTaTope Ethernet ¢ ucnonssosaHuem
Tabnuubl KOMMyTaLUN.

6. NosAcHMTEe npouecc 3anonHeHnsa Tabnuubl KOMMyTauumn B Xoge koMmmyTmupoBaHus Ethernet-kagpos B
kommyTaTope Ethernet.

7. C ucnonb3osaHunem nogxoga VLSM (Variable Length Subnet Mask) ykaxxute ontumanbHyto ceTeByto
mMacky onsi IPv4 agpecaunn nogcetu, BknrovatoLen 27 paboumx ctaHumi n 1 wnos.

8. C ncnonb3oBaHuem nogxoga VLSM (Variable Length Subnet Mask) ykaxxute onTumanbHyto ceTeByto
macky ons IPv4 agpecauumun nogceTn, Bknovarowen 7 paboumnx ctaHumi n 1 wnioas.

9. C ucnonb3osaHunem nogxoda VLSM (Variable Length Subnet Mask) ykaxxute onTumanbHyo ceTeByro
macky ans IPv4 agpecaumu nogceTu, Bkntodatowen 45 pabounx ctaHumm n 1 wnios.

10. OAng Tpex opUCHbIX 30aHWI, B KOTOPbLIX pacnosiaraloTca KOMMepPYECKNiA, TEXHUYECKUIA U IOpUANYECKUIA
oTAernbl OAHOro NPeanpuUaTUS, NPeasioKUTe BapuaHT OpraHn3aumm fiokanbHON CETU C UCMOMb30BaHNEM TpeX
kommyTaTopos u TexHonornm VLAN 802.1Q. MNoscHuTe npuHUmMn paboTsbl.

11. Ong Tpex opUCHbIX 30aHUI, B KOTOPbIX pacnosiaraloTcsd KOMMepPYECKNin, TEXHUHYECKUA N IOPUONYECKUN
oTAerbl OAHOro NPeanpuUaATUS, NPeasioKUTe BapuaHT opraHn3aunm nokanbHOM CeTU C pe3epBrMpoBaHMEM C



NCNONb30BaHMEM TPEX KOMMYTaToOpPOB U TexHonoruu/npotokona RSTP. MNMoscHuTe npuHuun paboTbl.

12. [1ns cxembl U3 5 Ethernet-kommyTaTopoB, COEANHEHHbIX APYr C APYrOM B KOSbLO (KonbLieBas TONosorms)
NosSICHUTE NPUHUKMN paboTbl TexHonormm/npotokona RSTP ¢ MoMeHTa BKOYEHMSI BCEX YCTPOWCTB.

13. O6bsicHMTE NpMHLMN paboThbl «CKONb3SILLEro» OKHa B pamkax obmeHa no npotokony TCP.

MNK-3. Cnocob6eH yyacTBOBaTb B paboTax no NnpoeKTUpOBaHUIO CACTEM 3alUTbl MHOpMaLum B
KOMMbIOTEPHbIX CUCTEMAX U CETAX NMPU pelueHMn npoceccuoHanbHbIX, UCCNnefoBaTeNbCKUX U
NpUKNagHbIX 3agad

1. O6bsacHuTe npoueaypy yctaHoneHus TCP-ceccum mexay OByMst yHaCTHUKaMM.

2. MNosAcHuTe npouecc kommyTauun Ethernet-kagpos ¢ ncnonssosaHnem TexHonorum VLAN 802.1Q.

3. MNosicHMTe NpUHLMN paboTbl NPOTOKOMNAa ANHaMMYeckon mapwpyTtmsaumm RIP B cxeme 13 4
nocnegoBaTtenibHO COEANHEHHbIX MapLLPYTM3aTOPOB.

4. O6bACHUTE MexaHN3M Bbibopa ONTUMArbHOro NyTN C UCNONb30BaHNEM anropuTMa [enkcTpbl B paMmkax
paboTtbl npoTtokona OSPF B cxeme 13 4 MapLupyTU3aTopoB, COEANHEHHbIX HEMOCPEACTBEHHO APYr C APYrOoM
N MMEIOLLMX MO OOHOMY HE3aBMCUMOMY UHTepdENnCy, BKINIOYEHHOMY B M30MMPOBaHHbIE CEerMeHTbl CEeTEN.

5. YKkaxuTe npakTnyeckue npumepbl NPUMEHEHUS MyTbTUMMNEKCUPOBAHUS C YaCTOTHbIM pasgefneHnem
curHanos. NosicHnTe npuHUMN paboTbl.

6. YKkaxxute npakTnyeckme npuMmepbl NPUMEHEHNS CNEKTPanNbHOro MyrbTUNNIEKCUPOBAHNS CUrHANOB.
MosicHuTe npuHUMN paboTbl.

7. YKaxuTe npakTuyeckne npMmepbl NPUMEHEHUSA MYIbTNSIEKCMPOBAHWS CUrHANOB C pasgeneHmem no
BpemMeHu. Mosichute npuHumn paboThbl.

8. MosicHuTe NpuHUMN opraHm3auun n paboTsl NoToka E1 (nepegaya ¢ MynbTUNAEKCMPOBaHME NO BPEMEHMN).

2) OTKpbITble 3afaHuUA (TECTOBbIE, CPEAHUN YPOBEHb CIIOXHOCTH):

MK-1. CnocobeH npoBOAUTL aHanum3 TpeboBaHNM U BbINONHATb PaboTbl NO NPOEKTUPOBAHUIO
NporpaMMHbIX U annapaTHbIX KOMMOHEHT CUCTEMbl 6€30NaCHOCTU KOMMNbIOTEPHbLIX CUCTEM U CeTel, B
TOM 4YUCIie C UCNONb30BaHMEM COBPEMEHHbIX METOAOB U CPEACTB 3aWwUThbl UH(OpMaLum

1. Ana vero ucnonb3yetca TexHonorns DHCP Snooping.

TexHonorns DHCP Snooping ucnonb3yetcs ans 6nokvpoBku oTeBeToB HeneranbHoro DHCP cepsepa,
paboTaloLero B NoKanbHOM CeTU.

2. Kak pabotaet TexHonorua DHCP Snooping.

Pabota DHCP Snooping npoucxoguT Ha KOMMyTaTopax ceTn. B gaHHOM cnydyae KoMmmyTaTop aHanusunpyet
DHCP coobuieHus, nepenaBaemMble Yepe3 ero CoO6CTBEHHble NMOpThbl, U peanu3yeT QUNbTPaLM0 Ha OCHOBE
HECKOJSTbKNX NpaBus.

3. Jante onpenenexHne moaenun AAA.

Mogenb AAA - npeactaBndeT apxXMTEKTYpPY, B KOTOPOW UCMONb3yeTca eguMHasa noanTuka goctyna B CETb,
A0CTyna K ceTeBblM YCTPOMCTBaM.

4. KakoBo 3HayeHune Kaxaon n3 6yks B cokpaiueHum AAA.

Tpw OCHOBHbIX KOMMOHeHTa B mogenu: 1. AyteHTudunkaumusa 2. ABtopusaums 3. AKKayTUHr

5. Kakue npotokosnbl peanu3yoT mogens AAA.

Ncnonb3ytotcs npotokonbl Radius, Tacacs+ . Ob6a vMMelT KIMEeHT-CEPBEPHYD apxXuUTekTypy. TpebytoT
Hanu4yue ip-CBA3HOCTU MeXAy YCTPoONnCTBaMm.

6. KakoBbl 3aga4m TEXHONOMMW TPaHCNALMN CETEBbIX aApECOB.

TexHonorus TpaHcnsAuun ceteBblx agpecoB (NAT) no3BonseT OCywecTBnATbL nNpeobpa3oBaHua ip agpeca
YCTPOMCTBA, HaxoAsALWEeroca B NOKanbHOW CeTW, B ip agpec rPaHUYHOro YCTPOWCTBA, 4epe3 KOTopoe
OCYLLECTBNAETCA BbIXOA, AaHHbIX B ceTb WHTepHeT. 3ayacTylo ponb rpaHWYHOro yCTpOWCTBA BbINOMHAET
MapLUpyTM3aTop CO CneuuanbHbIM NporpaMMHbiM obecneyeHmem, BbiNONHALWMM yHKUMN NAT.

7. [Ans yero ucnonb3yeTca oMHaMUYECKUIA HaT.

OvHamuyecknn NAT uncnonb3yeT Noaxod, B KOTOPOM rpynna 4acTHbIX aApecoB TpaHCnupyeTcs B OAMH
CcBOOOAHbBIV agpec M3 rpynnbl Ny6NMYHbIX ip aApecoB, HACTPOEHHbIX Ha MapLipyTu3aTtope. [ns BbiMONHeHNs
TPaHCAALMN Ha MapLupyTu3atope AOofXeH ObiTb co3aaH nyn nybnuyHbiX agpecoB. [JONOMHMTENbHO Mpu
MOMOLLM CMIMCKOB AOCTyna obbl4HO 3a4aeTcsA NoACETb YAaCTHbIX aapecoB, KOTopble ByayT TpaHCNIMPOBaTLCS
B Ny6nuyHble agpeca.

8. UT0 Takoe cepBNC MOHUTOPUHIa CETHU.

Mop cepBMCOM MOHUTOPUHIA CETU NOHUMaeTca Habop cnyx6, obecneyvnBaloLLMX KOHTpOb 060pyaoBaHMA B
nokanbHon cetn. O6bl4HO B BuAe CryXbObl MOHMTOPUHra BbICTYNaeT OTAENbHbIN cepBep, Ha KOTOPOM
pa3BepHYTO crneuunanbHoe nporpaMmHoe obecneveHne. OCHOBHOM 3afa4en NPorpaMMHbIX Cnyx6 aBnaeTcs
KOHTPOJIb CETEBOrO M NMHPACTPYKTYPHOro 060pya0BaHNsi NOCPEACTBOM CreLmanbHbIX MPOTOKOOB.

9. NpuBeguTe Npumep NPorpaMMHbIX NMPOAYKTOB, peanu3ylLwmnx CEpBUC MOHUTOPUHIA CETU.

OT10 nporpamMmmHble cepBuchl cacti, zabbix, nagios

10. na yero Heobxooum [HC cepBep B NIOKanbHOM CETU.




CambiM pacnpocTpaHeHHbIM npumMepom npumeHeHua [HC cepsepa ssnsetcs 1o, korga OHC cepsep
ucrnonb3yeTcsa ANg pa3pelleHunsa agpeca, 3a4aHHoro B CUMBOSbHOM hopMe B ip agpec y3na.

MK-2. CnocobeH npuHMMaTb y4acTue B 3KCnepTu3e U aHanuse yasBMMOCTEN, Yrpo3 n
MHLUMAOEHTOB MHPOPMALIMOHHON 6e30NacHOCTU B KOMNbIOTEPHbIX CUCTEMAX U CETAX

1. Ana yero Heob6xogum DHCP cepBep B f1oOKanbHOM ceTu.

DHCP cepBep npuHUMaEeT 3anpocbl Ha NOMyYEHME CETEBOM KOHMUIypauumn OT KIIMEHTCKUX KOMMbIOTEPOB.
Mocne o6paboTtkm 3anpoca DHCP cepBep BblgaeT nepCcoOHanbHOMY KOMMbIOTEPY HYXHble CeTeBble
PEKBU3UTBI.

2. ABngeTca nu 6e3onacHbIM UCNONb30BaHNe yTUNnThbI telnet

HeT, Tak Kak AaHHble nepeparwTca Mo CEeTU B OTKPLITOM BMAE U MOryT ObiTb MPOCMOTPEHbI CTOPOHHUM
oM.

3. [Ansa yero ucnonb3syetca TexHonorna VLAN.

TexHonorns BUpPTyanbHbIX NOKanbHbIX CeTel MNO3BONAET pas3fenAaTb YCTPOWCTBA CETW Ha pasnuyHble
rpynnbl. C TOYKN 3peHunsa npoasuxeHns Tpaduka paboyme CtaHuMM, Haxoaswmecs B OAHOM BnaH, BeayT
cebs Tak, kak 6yaTO NOAKNIOYEHbI K OOHON NMHUK CBA3WM. KOMNbIOTEPBI NoNb30BaTeNen MoryT HaxoaMTbCA B
pas3HbIX TOYKAx OpraHusauuu, pacnpegeneHbl reorpaduyecku, HO Npu 3TOM MM 6yAyT AOCTYMHbI BCe
pecypchbl, NpeaocTaBnaemMble KOHKPETHOM rpynne.

4. MepeuncnuTe NnpemmMmyLLLEeCTBaM UCMNOMb30BaHNA TEXHOMOMMN BNaH.

1. ObecneyeHne 6e3onacHOCTU B ceTU. [pynnbl KOMMNbIOTEPOB, OObEANHEHHbIE B OOUH BNaH, CO3A4alT
COOCTBEHHYIO BMpPTyanbHYyl0 CETb, OrpaHMyYMBas nepegavy AaHHbIX MeXAy OCTalbHbIMW KOMMblOTEpPaMU
Opyrux ceten. 2. YMeHblUeHne ctoumocTu ceTu. lNMpu pacumpernn cetn n obaBneHmmn yCTporuCTB BHOCATCS
MeHbLUME 3aTpaTbl Ha YCTAaHOBKY AOMOMHUTENBHOrO 060pyaoBaHUS M NPOKNagKy KabenbHow cuctemsbl. 3.
YBenuyeHne npou3BoguTenbHocTn cetn. CeBA3aHO ¢ obbeguHeHnem  paboumx  CTaHuun B
LUMpOKOBELLATENbHY0 rpynny, N YMeHbLUEHWEM Nepefayun LWMpokKoBeLwaTenbHoro tpaduka. 4. ObneryeHme
B YNpaBfieHnn CeTbio.

MNK-3. CnocobeH y4yacTBOBaTb B paboTax No NPOeKTUPOBAHUIO CUCTEM 3alUUTbl MH(hopMaLmn B
KOMMbIOTEPHbIX CUCTEMAX U CETSAX NMPU pelueHMn npoceccruoHanbHbIX, UCCnefoBaTeNbCKUX U
NPUKNagHbIX 3agav

1. [1na yero Heob6xooMma HacTpoika TpaHKOBOro NopTa KoMmyTaTopa.

Ins nepepaun MapkuMpoBaHHOro Tpadwmka mMexay KoMMyTatopamu, HeobXOoAMMO  [AOMONHUTENbHO
CKOH(MrypupoBatb coefuHsAowme noptol. [lopT KoMMyTaTopa, KOTOpbIM COeAMHEeH C ApYrim
KOMMYTaToOpOM W CRyXuT ANs nepefgayn uMHgopmauumn o6 BnaH, Ha3blBaeTCs TPaHKOBbIM MopTom. [nsA
paboTbl ceTu, coaepxXallen HeCKONbKO KOMMYTaTopoB, HEOOXOAMMO NepeBecTy B PeXMM TpaHKa MopT Ha
Kaxaom kommyTtatope. B npoTMBHOM crnyyae BO3HUKHYT OWMOKM Npu nepefaye AaHHbIX, U CBS3HOCTb
MeXxnay YCTponcTBamu 6yaeT HapyLueHa.

2. JanTe onpepneneHue ronocoBoro BnaHa.

B HeKoTOpbIX ceTeBbIX YCTPOMCTBAxX [OOMOMHUTENbHO BBOAUTCA rOAocCoBOW BnaH. Kagpbl Tpaduka,
NOMEYEHHOro AaHHbIM BfiaHOM, UCMOMNb3YTCA ANA nepeaayn ronocosbix AaHHblX IP TenedoHmun. MNoatomy
HEeKoTopble MNpoM3BOAUTENN 00OPYAOBaHUS CO3A4AlT Ha CBOWMX YCTPOMCTBAxX [rONOCOBble BnaHbl. W3
0COOEHHOCTEN TONOCOBOrO BrfiaHa OObIYHO crnegyeT TO, YTO AaHHble B HEM 006napatoT OnpefeneHHbIM
npuoputeToM nNpu nepegavye Mexay KommyTatopamu. brarogapa 3TOMy CTaAHOBUTCA BO3MOXHbIM
noadepXnBaTb ONpeaeneHHbln ypoBeEHb KavecTBa 06CnyXmBaHmsa aaHHoro Tpacduka. CtaHgapToB B Bbibope
YMCMOBOro 3HayYeHUsa rosIoCOBOro BraHa y pasfnU4YHbIX NPOU3BOAUTENEN HE NPUHATO, NO3TOMY B KayecTse
rosl0CoBOro BnaHa 06bI4HO BbICTYNAeT ONpeaeneHHbIN BfiaH AaHHbIX C MPUOPUTETOM MO Nepeaayve faHHbIX.
3. Mepeuncnute rpynnbl YaCTHbIX aapPECOB.

UacTtHble appeca npuHMMalT amanas3oH 3HadeHun ot 10.0.0.0 - 10.255.255.255, 172.16.0.0 -
172.31.255.255, 192.168.0.0 - 192.168.255.255. OcobeHHOCTbIO JaHHbIX ceTell ABMAeTCA TO, YTO OHU He
MapLpyTU3upyroTca B rnobanbHOM CeTM U NO3TOMY MOryT OblTb HEYHUKanbHbIMWU ANS  PasfnyHbIX
npeanpuaTUn U yypexaeHun. [Ong BblOAeNeHUs W UCMONb30BaHUA YacTHbIX CEeTeW He HyXHO paenaTtb
3anpocoB K crnyxebHbiM opraHuzauuam MHTepHeT. MoaTomy chakTnyeckn niobas opraHnsaumsa MoOXeT KX
NCnonb30BaTb Afsl CBOeWN BHYTPeHHen ceTu. [pn ncnonb3oBaHMM YacTHbIX ip aApecoB AOCTYN B rnobanbHyto
CeTb HE BO3MOXEH.

4. Jante onpepeneHune nosHOCTbo onpegeneHHomy umenm B [HC.

MonHoCcTblo onpeaeneHHbiM OOMeHHbIM uMeHeM (FQDN) HasbiBaloT ogHO3HA4YHO uAaeHTudMUMpyoLee
pecypc AOMEHHOE UMs, BKIoYatoLee B ceba nMeHa BCeEX POANUTENbCKUX AOMEHOB, BKIOYas KOpHEBOW. VimsA
pecypca aa.portal.asu.ru. ABngeTca NONHOCTbLIO ornpeaeneHHbIM AOMEHHLIM UMEHEM.

19. Yto Heobxoaumo ansa paboTbl CUCTEMbI JOMEHHbIX UMEH.

Mpouecc paboTbl CMCTEMbBI AOMEHHbBIX UMEH CBOAUTCA K B3aUMOAENCTBUIO MEXAY KIIMEHTOM U CEPBEPOM.



Ha cepBepe, KOTOpbii OTBeYaeT 3a ONpedeneHHyl 30Hy, paboTaeT cneuuanbHas cnyxb6a DNS. Ha
TPaAHCNOPTHOM YpPOBHE 3a AaHHOW cnyxboun 3akpenneH otaenbHbii nopT 53. MNpu obmeHe cooblieHnamu
MexXay KIneHToM un cepsepoM wucrnonb3yetca npotokon UDP. Ha DNS-cepBepe B BuAae OTOEMbHbIX
TEKCTOBbIX (PanfoB HaxoguTCA OMUCaHWe COOTBETCTBYIOWEN 30Hbl CO CMUCKOM [AOMEHHbIX WMEH W
COOTBETCTBYIOLLMX UM 3HAYEHUI apECOB XOCTOB, Hanpumep, aaa.asu.ru = 192.168.10.5.

5. Kakne cyLecTByIoT TUMbl NonyYaeMbIX KNMMEHTOM OTBETOB OT cepauca [HC B nokanbHoM ceTu.

B 3aBucumMoCTM OT cepBepa, KOTOpbI OTBETMST HA 3anpoc, OTBETbl OblBAlOT Crnepylowmx ABYX BUOOB.
ABTOpUTaTMBHBIN OTBET gaBnAetca oTBeToM DNS-cepBepa, OTBETCTBEHHOrO 3a KOHKPETHYIO 30HY.
HeaBTopMTaTUBHbIN OTBET - 3TO OTBET Ha 3anpoc OT OQHOIO U3 KELUNPYIOLLNX CEPBEPOB.

3apaHua pasgena 20.3 peKOMeHAYHTCA K UCMNOMb30OBaHUKO MpU  NpoOBeAeHUMU
ANarHoCTUYeCKUX paboT C Lenbi OLEHKW OCTaTOYHbLIX pe3yrbTaToB OCBOEHUA AaHHOM
ANCLUNIINHBI (3HAHUW, YMEHUN, HAaBbIKOB).



